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111 | CYBERATTACK? WHAT'S YOUR PLAN?®

For SMEs

Comprehensive Incident Response
for Your Organization Against Cyber,
Reputational & Physical Threats

Concierge Cyber® is an annual subscription that guarantees incident response to a
cyberattack, data breach or business email compromise through a global team of
third-party experts to help you in the event of an attack.

-/
Entity Security in the Digital Age our Services

The world of corporate security is inextricably linked to the Concierge Cyber® members now have
digital realm and cyber threats. What type of industry you
operate, your office locations, and details about your
products and services are often shared on social media.

access to a plan that spans the physical
and digital worlds. We can provide the
information you need to know where
Your non-public corporate information, including you're vulnerable, to reduce your cyber

intellectual property and trade secrets, are regularly risk, and help take steps to keep you
collected and sold on the dark web. Malicious actors use

this information to target entities like you.

safe. This solution includes:

Legal - Data Breach Consulting

Are you prepared to navigate this

treacherous terrain? e 20 law firms

e Average 46 years in business

e Offices throughout the U.S,,
Canada, U.K,, E.U. and LATAM

Protecting your organization and what's most important
to you and your stakeholders is increasingly difficult.

Consider the following critical questions:
Information Security - Forensics

Who do you call after hours, weekend, or holidays
when my organization suffers a cyberattack, data
breach or business email compromise?

o 17 firms
e Average 25 yearsin business
o Elite expertise comprised of former

How do you avoid paying significantly higher legal military, law enforcement and
and other vendor incident response rates? counterintelligence

Credit and Identity Restoration

How do you move forward with an incident
response plan that's not covered by cyber e 6firms

o £ . .

Insurance: e Average 39 years in business

o All"Big Three" consumer credit
reporting agencies

If these questions leave you uncertain, your entity’s
security posture may be vulnerable. Failure to address
these challenges can have devastating consequences.

Physical Security

e Average 20+ years Experience
Don’t Leave Your Entity’s Security to Chance * Global Network

+1.678.576.1106 info@conciergecyber.com




Concierge Cyber Benefits

Concierge Cyber protects your organization against cyber, reputational, and physical threats and helps
reduce your digital risk. These services are provided by third-party service providers, My-CERT®), with a deep
understanding of the adversarial mindset to deliver smarter defense and response against advanced cyber
threats.

The following services are included in your Concierge Cyber® membership:

Concierge Cyber for SMEs

My-CERT®
Immediate access to best-in-class Cyber Emergency Response Team
e Pre-negotiated & discounted rates
e Bestin class third-party firms for specializing in threat intelligence, legal, financial fraud, information
security, physical security, forensics, identity/credit monitoring, and crisis management
e Third-party providers located throughout the U.S, Canada, U.K. and E.U.

On-Call Chief Security Officer (CSO)

* Pre-Incident Consultation - up to 2 hours per year; discounted pay-as-you-go rates thereafter
* Access to Cyber and Physical Security Experts

Ransomware Hostage Manual

Twelve (12) Information Security Policy Templates

Business Cyber Disruption Planning Workbook

e This planning workbook is offered as a simple facilitation framework for your organization
to begin exploring and preparing for response and recovery from a cyber disruption.
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e Acyber disruption is any event that may interrupt or prevent critical business functions and
services across your organization by impairing the confidentiality, integrity, or availability of
electronic information systems, services or networks.

Deliverables

e A solution for organizations regardless of industry class, size or controls

e Immediate access to a dedicated call center 24 x 7 x 365

e No need to pay large retainers

e 35-50% discounts off the street pricing with third-party service providers

e My-CERT panel providers have handled thousands of cyberattacks

e The Data Breach Attorney will coordinate the incident response with all
third-party service providers to maintain attorney client privilege

e Membership bridges the gap between your Information Technology,
Physical Security, and Finance Team

e Members have access to coverage counsel to help you maximize an
insurance recovery

About Concierge Cyber

Concierge Cyber is an annual subscription solution that
guarantees members emergency response to a cyberattack, data
breach or business email commpromise through a team of highly
respected third-party service providers, on a pay-as-you-go basis,
at pre-negotiated and substantially discounted rates. For more
information visit: https://conciergecyber.com
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